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&lo MmaUftRmauasmssnneusuanaenselnssadieiugussuuaamd (Cloud Infrastructure
Security and Operation)
& .o NMIVINININYNTUYWE (Human Resource Security)
¢o.0.0 NMIATIIANNATENINT A UAINTUAIaDA S BanTaULINA N15ANY)

wagnsRNeUsu (Information Security Awareness, Education and Training)
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&lolo NMIIANITNINGFU (Asset Management)
&lolo.e NeLUBUNSNIAU (Inventory of Assets)
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&lololo NMUTBYA (Labelling of Information)
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Aliusmseandn

n) {lduinisaaniadesl sl deyanasningdu
vot0eAnsnldruns aiunwlivussuuaand
mutuneuUfuRdmunsUsTteyavetedAng
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& .o miﬂ’mﬂumwff’laﬂ (Access Control)
&lo.on.e NIAIVANWIDUATOUIELAZUINITATEUIY (Access to Networks

and Network Services)
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&lo.nlo NsaseLisunazeniannsamelloudgmiugld (User Registration

and Deregistration)
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&b.en.m mﬁma%msrﬁﬁwm;ﬂ% (User Access Provisioning)
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&lo.o.e N13IANTANSNSLDNIASUENSALAY (Management of Privileged

Access Rights)

HltuIn1smanIn

Alviusnseandn
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&lo.m.& MITANTToYan1TRgIUAINUT

of Secret Authentication Information of Users)

a

Tuanuduresld (Management

gliusn1smanIn
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&lo.an.e MslUsunsuessauselavuiitee (Use of Privilege Utility Programs)
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&lo.n.c TURBUMIIETEUUaE1NUADRsY (Secure Log-on Procedures)
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&lo.@ N33 (Cryptography)
&lo.c.o WsueieIiuNMslduinsnismiuaun1siisva (Policy on the

Use of Cryptographic Controls)
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n) #lduinsaaniadesliuinsnisauaunig
rswadimsunisldusnsseuunand il
muudausaiioane uazaonadomunades
filfszyld liglduinseandudedlnuing
randasdud anmunnsnisaruaunsdisa
wenufiny

%) Wedliusmsranduausnisdsiale 9
Fliu3nsnanddesmsaaeudeyafiylviuing
panss el ed udiudnlmnuamnsalums
drsadtaiiviels)

- UjdRmudeimuaiiuuleuieves flduinig
AR

— Wrtuldtunistestunisdasiadusu q
fiflaedlduimsaans

- Tudeyavmuzdaiuuazseninalounisy
eluuinisnanduazuenITUUAIIA
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&lo.clo MITANIANUA (Key Management)
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Alviusnseandn
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Y a '3
AlviusnsAanIn
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sofa wu msaie wasuwlas viedsulse
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inane
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ABNIA FANULAZINNTNYLIEIMTUNSS W
Hogldusnisnannd Tnguadhsiauesmies

&lo.¢ N135N1ANYADAN BNIINIEATNLATEAINWIAA 8N (Physical and

Environment Security)

¢b.&e GTWLLWLJWEN@ué%EJQa (Data Center Location)
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Y

Y a '3
AluIn1sAaIn

n) desldruddoyandnlulseinalne (Data

Y

Localization)

n) desdadsquidoyandnlulszinalne
(Data Localization)

v) Fosdndaguitoyadrseslulsmalve (Data
Localization) 38 aglugiinaelisnsiueen
\deslddlndfunisldaundnvesliuinns
pandliinnian sanfsdseluiaziununnses
NLAYEDINg

&lo.&o Mifdansetigunsalnduulyivied1auasnsdy (Secure Disposal

or Reuse of Equipment)
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&lo.o MIFnwANuiuAsaanian15UURN1s (Operations Security)
&b.p.e NMFIAN1TNTUALULYAS (Change Management)

HltuIn1smanIn

Alviusnseandn

n) NTLUIUNITIANITNITLUS suUUAIYe
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wWaguuladla 9 MAaTuan glivinisaane
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Systems)
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&lo.olo NTUTMNTIANTTANNY (Capacity Management)
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Alviusnseandn
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&.o.m miﬁﬁsaﬁaga (Information Backup)
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&lo.o.« NM3YUAinmRN13al (Event Logging)
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&lo.o.¢ myundestayaluduiinimmnsal (Protection of Log information)
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uitnumgnisalaggnaunieluszesiaiimun

(Log Retention) uaztonansszyld

D=

Guiinimnnisalaggnaunieluszeznaiiiimun
(Log Retention) uaztanasszyld

&o.o.5 TuiinwnmMIalveiguasyuuwasgu iRy (Administrator and

Operator Logs)
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&lo.o.00 M389lAsIugUIRNT (Clock Synchronization)
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&lo.o.c MITansedlmimanaila (Management of Technical Vulnerabilities)
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&lo.o.c NTHENANINEING BUAIMTUNITWAILY NIVAFDU kazn1SUHUR I

(Separation of Development, Testing and Operational Environments)
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&lo.o NMITNTIANNNUAIUaBAABLATEY18 (Communication Security)
&o.s.e Ueuigiastunaulfuntunsaeleudeya (Information Transfer

Policies and Procedures)
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Alviusnseandn

n) ielafnuiifinislidenismenindmiunis
drelouteya feullszuui avtuiind onng
nen i muazeenlud sideyadiuyana
sfsUszianuosdemenionm g/ $u
I#5uoynn Tufinaziian uagdiuiudon
N8N

2) Jldusnseadnesvelig iusnisaanaly
umsnsLiaG Wy nsidsa) elviiuladn
Foyaamsadfdlflanizantaneniasiniy

Tallszrinama

n) lelafipnuisinislidenisneniwdiniunis
dreloutoya weellszuuilaztuiing ons
nMenmidsuazoenlud siteyadiuyaaa
SufsUsELANYeId oN1anEAIW d/ETu
I¥5uoygyn fuiiuaziian uazduudenis
nanIw

) nduldle desveliiflduinisaadld
wmsnsLiss (Wu msdsita) delviiuladn
Fogaamsaddeldianzantaremaviniy
Lyilyseninams

&lo.ollo NMIUUIMENTULAIYY (Segregation in Networks)
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&lo.g MIVAM MIRAIWT wagn15Un5ainwm (System Acquisition, Development,

and Maintenance)

€b.2.0 NSIATILHLALT DN INUAR TUANNNT UAIUADANBENSAULNA

(Information Security Requirements Analysis and Specification)
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&lo.clo WlguremMnaiivasnsde (Secure Development Policy)
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&lo.w MIIANMIEWIUIN1IA8UBN (Supplier Relationships)
..o UlgUI18AMNTUAIUADAN BASAULNAFINTUAINUA LN US AU

[V Y]

E:ﬂﬁﬁm’ﬁmﬂuaﬂ (Information Security Policy for Supplier Relationships)
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;ﬁﬁﬁmimauaﬂ (Addressing Security within Supplier Agreements)
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Communication Technology Supply Chain)
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Information Security Events)
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